Abstract. This paper deals with the influence of the medium access control (MAC) protocol in the performance of the communication channels used in the SCADA systems (Supervisory Control And Data Acquisition). Three types of MAC protocols are presented and analyzed: Polling, CSMA/CD (Carrier Sense Multiple Access with Collision Detection), and Token Bus. The simulation of each one of these protocols allows us to quantify its performance and establish certain criteria to be able to compare them. As a result of the analysis, the use of a MAC protocol is proposed for SCADA systems.
I. INTRODUCTION.
The use of SCADA system for operating power networks is supported by a distributed architecture, with dozens or hundreds of computers, called Remote Terminal Units ( RTUs). These RTUs communicate with a control center, transmitting the measures and the state of the power network, accepting the commands which have to be carried out within the system. Taking into account the large amount of equipment and their geographical dispersion the communication with the control center usually use multiplexed lines where narrowband channels are available. For this reason, the lines used between the center and each RTU are of low speed, running typically at 600 or 1200 bps (bits per second).
On the other hand, in order to lower the total number of required channels, several RTUs are usually connected to each line, sharing the channel's resources. This multipoint configuration ( fig. 1 ) means that the communication protocol which is being used, includes procedures which permits the coordination of the access to the physical medium which is being used. These procedures are called Medium Access Control (MAC), and the corresponding protocol is called a MAC protocol. There are a large number of protocols used in SCADA systems. Many of them have been developed by the system manufacturers, some by the users, and only a small percentage of them correspond to the standardizing efforts. However, there is a general trend towards considering the protocols as a seven layer structure following the OSI model [1] where, in the case of power network protocols, one or more of these layers are empty. In the figure 2, the seven layer OSI model is presented and compared to the EPA model (Enhanced Protocol Architecture) specifically proposed by the IEC (International Electrotechnical Commission) [2] for the telecontrol of power networks. In both approaches, the control procedures for the Medium Access Control are in the lower sublayer of the Data Link Level (layer 2).
In order to reach more efficient SCADA protocols, different techniques can be developed affecting any one of the previously mentioned layers. In other papers [3, 4] we have presented how, studying the evolution of the measures in power networks, they can be transmitted in a compressed message, and so increasing the efficiency of the protocol. Also the Medium Access Control protocol can be improved. During the next pages, we'll show how this objective can be achieved.
II. THE MEDIUM ACCESS CONTROL PROTOCOLS.
There are many Medium Access Control protocols, which makes difficult the task of selecting the set of protocols to be analyzed. However, the MAC protocols can be classified into categories, presenting a similar behavior those protocols belonging to the same class. For which, instead of studying some certain protocols, we will analyze some classes of protocols, which will, in turn, let us simplify the problem. In this way, the organization of the MAC protocols into three classes is classic (table 1), depending on the technique used: selection protocols, contention protocol and reservation protocols. Most of these protocols have been significantly developed due to the growth of Local Area Networks (LAN). The problems of the Medium Access Control which are found in the LANs are very similar to those which can be found in a multipoint line in a SCADA system, which is why we can make good use of the results and experiences from the LANs field.
The MAC protocols using the selection techniques are based on the courtesy, in other words, the transmission turn goes, in an ordered way, around the set of computers connected to the same physical medium. We can define three main classes of selection protocols: polling, token passing with a bus topology, and token passing with a ring topology. We will look at the two first protocols later in more detail. On the other hand, the token ring protocol doesn't seem to be interesting MAC protocols using contention techniques are based on the strongest rule. The computers connected to the same physical medium fight between themselves for transmission, producing collisions which, of course, supposes the destruction of this information. In the past, a vast number of protocols of this type has been described. Some of the most significant contention protocols are the Aloha, the CSMA and the CSMA/CD. The last one is the one which presents best performance and, what is more, it has got a lot of acceptance due to its adoption in Ethernet LANs which has been standardized as the IEEE 802. 3 [5] . Which is why it will also be one of the protocols chosen to be analyzed when used in SCADA systems.
Lastly, MAC protocols with the reservation technique are based on splitting the transmission medium in different subchannels, using physical mechanisms (Frequency Division Multiplexing, Time Division Multiplexing, etc.), or logical ones. Each one of these sub-channels is used to establish point to point virtual connections between the computers within the networks. The wide diversity of solutions which are grouped under the name of reservation techniques, makes the study of a generic type of protocol of this class, impossible. In order to obtain valid consequences we would have to analyze each individual protocol. Additionally, this type of protocol doesn't offer any significant benefit in any other area in which it has been employed, its use being very scarce in LANs, which as we said above, will be used as a reference point.
For the reasons mentioned, of all the many groups of MAC protocols, we have selected three for analysis: polling, CSMA/CD, and token bus. During the next few pages, we'll describe its functioning and its application to SCADA systems.
III.-THE POLLING PROTOCOL.
The polling protocol is, maybe, the most simple of the MAC protocols and, without a doubt, the most widely used in SCADA systems. For which, in many circumstances, it is the present situation starting from which we can make improvements.
In many SCADA systems this protocol takes a questionanswer form. The control center polls the first remote on the link; if the remote has information to send, it does so, and if not, it sends a null message. The control center goes on the poll the second remote and so on successively until it has contacted all the RTUs on the link, at which time it starts over again with the first RTU. This dialogue of questions and answers can be represented by a temporal diagram, such as the one in figure 3 . This protocol's performance will be determined by a large number of parameters between which we have just pointed out, the number of RTU's, the transmission speed, and the commuting delay (going from receiving to transmitting states). A detailed study of these performance is presented in [6] . However, without having to make any computation, we can see the wasting of channel time which supposes the continuous questioning from the control center to each RTU. This makes, in general, the efficiency quite low, typically between 60-70%.
IV. THE CSMA/CD PROTOCOL.
A completely different approach presents the CSMA/CD protocol where, as we said before, the access to the physical medium isn't done in an ordered way through a contention between the different RTUs. In this protocol, each node (control center and RTUs), when wanting to transmit, checks the channel state and doesn't start the transmission until it's free (CS: Carrier Sense). However due to the propagation delay through the physical medium, two or more nodes could transmit at the same time, producing a collision of their messages. When a node detects this situation (CD: Collision Detection), it aborts its transmission and waits for a random period of time until it tries the transmission again. The figure 4 represents the behavior of this protocol, whose performance have been widely study by many authors [7] . On the opposite to the polling protocol, the CSMA/CD doesn't use the channel for the continuous questioning from the control center, and so the efficiency is, in general, a lot higher, with typical values of between 80 to 90%.
The CSMA/CD protocol present, from our point of view, two inconveniences. Firstly, as it was described before, the transmission process includes a random process which makes the transmission delay of a message to be unbounded. In this way it is impossible to determine the time of arrival of a certain message. This unbounded delay makes the CSMA/CD protocol unappropriated to be used in real time systems, where the answering times must be guaranteed. However some variants of this protocol have been described which, without altering its performance too much, present bounded delay [8] .
The second inconvenience of the CSMA/CD is around the necessity of having a collision detection technique. In general, this can be carried out without too much difficulty in certain physical media, as for example, the coaxial cables used in Ethernet LANs. However, the use of these techniques in radio channels or in transmission systems which use the power lines, causes difficulties due, in part, to the different strengths of the received signals, and the present noise level. For this reason, when this type of physical media are used, which is the case in most of the SCADA systems, we must use another protocol, within the same class, but without collision detection: the CSMA. Unfortunately, this protocol implies that, each time a collision is produced, the channel is wasted during the whole transmission time and not only the time of collision detection. This makes the performance of the CSMA quite inferior to those of the CSMA/CD.
V.-THE TOKEN BUS PROTOCOL.
The token bus protocol uses the same basic principles as the polling protocol, seeing that both belong to the class of MAC protocols using selection techniques. This implies the absence of collisions. In this paper the classic token bus protocol has been adapted to the peculiarities of the SCADA systems. In the following this adaption is described and analyzed. In the token bus protocol the nodes are ordered following a circular sequence which begins at the control center, goes to through all the RTUs, then returns to the control center. The cycle begins with the transmission of a message (either with or without information) form the control center to any RTU. This message serves as a token and after having been received by the first RTU of the cycle, makes it send a message (with or without information) to the control center or any other RTU. This second message serves as a new token which after been received by the second RTU in the cycle, starts up its corresponding transmission. This process is executed successively until again reaching the control center, at which point it goes back to start the cycle.
As it can be seen, the described protocol is nothing more than a polling protocol in which the answer from a RTU is used as well as a question to the following RTU in the cycle. So the performance of this protocol can be calculated through simple adaptations of those presented in [6] . In any case, and without the need for any computation, it's clear that the performance offered by this protocol is simply superior to that of the polling protocol, seeing that all the process of continuous questioning from the control center is eliminated. This give it a level of efficiency of between 80 to 90%.
The token bus protocol works very well in steady conditions, but presents serious problems in the abnormal situations. The error in a token (message), the fault of a RTU or the inclusion of a new RTU into the cycle breaks the normal working dynamics of the protocol and needs some procedures for solving the abnormal condition. In general, these procedures apply contention techniques (CSMA) which, however, doesn't seriously affect the overall performance, seeing that these disturbed situations are only produced every once in a while. Shown in this way the complexity of the token bus protocol is clear, seeing that it needs a double technique: token passing for the steady state, and CSMA for the abnormal conditions.
VI.-COMPARING THE MAC PROTOCOLS
In the anterior sections, we have shown the necessity of improving the MAC protocols used in SCADA systems, we have justified the use of three of these protocols, and we have also described their advantages and weakness. Now it is the time to compare them and to draw up some conclusions. For this, we have set up a scene in which a control center and various RTUs, building up a SCADA system, are joined together.
In this system the RTUs send two types of information to the control center: periodic information (measures) and events (alarms). The control center can also send commands to the RTUs. This scene has been simulated for the three protocols under study and we have obtained results for different numbers of RTUs connected to the channel.
In figure 5 , it can be seen the behavior of the efficiency of the protocols as a function of the number of RTUs. As it was expected, the polling protocol is clearly inferior to the other two. On the other hand the performances of the token bus and the CSMA/CD protocols are quite similar, with the CSMA/CD presenting better behavior with few RTUs (fewer number of collisions), while the token bus slightly overtakes the CSMA/CD for very saturated channels (lots of RTUs). This behavior repeats itself for other parameters studied, such as the measurement refresh cycle ( fig. 6 ) or the delay in the transmission of an event ( fig. 7 ). The last of these studies shows, however, an opposite effect. In figure 8 , it is shown the delay in the transmission of a command for each one of the protocols. In this case, the polling protocol is clearly superior to the other two, which in turn, have a very similar behavior. This is due to the fact that, in the polling protocol, the permission for transmission is granted to the control center after each transmission while, for the other two protocols, the control center is only another node in the line.
VII.-CHOOSING A MAC PROTOCOL
With these results at hand, we are able to select a MAC protocol for SCADA applications. From what we have seen, the polling protocol is clearly inefficient, which means discarding it, if we aren't dealing with an application in which the delay in the transmission of a command is critical. So the decision is between the token bus and the CSMA/CD protocols. However the performances of both protocols are quite similar, in other words, other features have to be taken into account.
In this sense, we have to firstly point out the impossibility to determine the time of arrival of a certain message which presents the CSMA/CD protocol, although as it was said before, it is possible to find some variants of this protocol having bounded delays. Greater difficulty introduces the collision detection when one uses certain physical media frequently employed in SCADA systems. For this we would have to go back to the CSMA version (without collision detection), decreasing in this way the overall performances.
On the other hand, we pointed out the difficulty of using the token bus protocol for the necessity of managing the abnormal conditions through the application of CSMA techniques. This complexity of the token bus protocol have been argued in other studies seeking the use of power lines as the physical media in LANs [9] , to reject the token bus protocols and to apply the CSMA. However, in the SCADA applications, seeing as a main node exists (the control center), we can design a polling protocol for the management of the abnormal conditions coordinated by the control center. This significantly simplify the resolution of the abnormal conditions, and eliminates the main disadvantage of the token bus protocol, maintaining is superiority over the alternative protocol (the CSMA).
VIII.-CONCLUSIONS.
In this paper we have presented the convenience of optimizing the Medium Access Control (MAC) protocols used in SCADA systems. We have selected for the study, in a justified way, the polling, CSMA/CD, and token bus protocols. We have described each one of them and compared their performances. From the analysis, we propose the token bus protocol, with the described adaptations, as the best MAC protocols for most of the SCADA applications.
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